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main(){
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Y *ReadV AT LI—ILREITITELD
fprintf( fd1, “%s¥nf , SA4T5) %K

memcpv( bufB,

A\ EHIC 1'5#‘1‘%‘?1’!%?116%&]\3(
memcpy 0)7’(

memepy(. buf 4
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main({ main(}{
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int main(}

char buf1{MAX_LENGTI
char buf2[MAX_LENGTH];

FILE *fp1 = fopen(“input.txt'
FILE *fp2 = fopen("output.txt","a");

fgets(buf1,MAX_LENGTH,fp1);

fputs(bufl,fp2);

memcpy(buf2,buf1,sizeof(char) *
MAX_LENGTH);

fputs(buf2,fp2);

felose(fp1);
felose(fp2);

return 0;

FRITRGR

LIVMAR RS

define i32 @main() nounwind {

entry:

%-alloca point" = bitcast i32 0 to 132

%1 = call %struct.FILE* @fopen(i8* noalias getelementp!
%2 = call 132 asm sideeffect "int $30x80", "={ax},0,{dirflag]
Store SStruct.FILE® %1, %struct FILE** %fp1, align 4

%3 = call %struct.FILE* @fopen(i8* noalias getelementptr
%4 = call 32 asm sideeffect "int $30x80", "={ax},0,{dirflag},{fpsr
Store SStruct.FILE® %3, %struct FILE** %fp2, align 4

9%buf11 = bitcast [100 x i8]* %bufl to i8*

95 = load %struct FILE** %fp1, align 4

%6 = call i8* @fgets(i8* noalias %buf11, i32 100, %struct.FILE®
%buf12 = bitcast (100 x i8]* %buf1 to i8*

%7 = load %struct.FILE** %fp2, align 4

%8 = call 32 @fputs(i8* noalias %buf12, %struct.FILE* noalias %7
%buf23 = bitcast [100 x i8]* %buf2 to i8*

%buf14 = bitcast [100 x i8]* %buf1 to i8*

%9 = call 32 asm sideefect "int $50x80", "={ax},0,{dirflag),{fpsr
call void @Ilvm.memcpy.pOi8.pOi8.i32(18* %buf23, i8* %buf1d, i32
%10 = load %struct FILE™* %fp1, align 4

%11 = call 132 @fclose(¥struct FILE* %10) nounwind
l0ad %struct. FILE** %fp2, align 4

32 @fclose(3struct.FILE* %12) nounwind

1132 asm sideeffect "int $$0x80", *={ax},0,"(dirflag),{fpsr
call 32 asm sideeffect "int $$0x80", "={ax},0,{dirflag), {fpsr

bounds
~{fpsr

; preds = %ent
11132 asm sideeffect "int $$0x80", "={ax},0,~{dirflag},~{fpsr
%retvals = load i32* %retval
ret 32 %retvals

Flow : %buf1 = alloca [100 x i8]
[2](LST] %17 = call 32 asm sideeffect *
[0][DEF] %6 = call i8* @fgets(i8* noalias
[LJ[USE] %8 = call 32 @fputs(i8* noalias
[1][USE] %S = call 32 asm sideeffect "int
[1] [USE]call void @llvm.memcpy.p00i8.i3|

Flow : %buf2 = alloca [100 x i8]
[2)[LST] %17 = call i32 asm sideeffect "int
[LI[USE] %8 = call 32 @fputs(i8* noalias

(1][USE] %9 = call i32 asm sideeffect "int

(0] [USE]call void @llvm.memcpy.p00i8.i3
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ARG ER(EH={xy}, E#={a,b,cl,...})

FE 3 & HEH int func (int n) {
x € {cl,c2,c3, ..., cn} int x = 1;
a<x<b if(n==0)

BE R/, #212) X += 2
X<y return x;

==ax+b ]
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ClearViewD SR
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int func(int x[1, int size){ ‘ ‘ in?niu:z’?éalue'
Clicy int i 0 < size < 1024 FTRETELAL | void ) (o)
ERTABLRLERX| for(i=0; i < size; i++){ 2 ;:}'\;—7:1—%1 Ebjﬁgox
BV IMRE if(i >= size) i=size-1; OEU7I~“DX |00 _ FIvy
B R AR «[il = 0: ES e DF vy ‘] return(ret_value) ;
BEI-FEA |} Ty WEOBAICFEREEATEAL
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BBHIEE size==i S BT ROARMEFRTEEL
5| 3¢ KIRIANSKY, V. et al. Secure Execution via Program Shepherding. In USENIX Security (2002). 6
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B fEA BMREL ERAR XA %ecx <= Value
DR . i’ Daikon BARA If(Yoecx > Value) %ecx = Value;

518 : : : :
ERAFEX) RS RIS AR 0x804a33¢c |sub $0xd8, %esp |sub  $0xd8, %esp
BIERR-HEEER 0x804a342 %ecxhWESHN | [cmp  %ecx, Value
BiED®R. BEEEEE 77 DR . t*;f cmovg %alue, ;ﬁegx

O — mov %ecx, %ebx mov ecx, %ebx
RRENELLETRYRT 0x804a344 |mov 4 (%ebx),%eax |mov 4 (%ebx), %eax
ES3NT =i
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void accept_request () { ‘

reeeenss ) path( EXE
int cgi, strlen(url)+15 FICEE S h(E
char path[512]; INYTFA—IN—TO— B
char url[255];

sprintf (path, “htdocs%s”, url);
if (path[strlen(path) - 1] =="/")
streat (path, “index. html”)s pathlE B KT
} "htdocs”+url+"index.html”

DFYstrlen(url)+16

WEFE2/3 HEDFFH

path[]A%over flowd b &cgitt EEZTN D
intB Z #cgi
CGUMEEDR—T 1 hEH 3

Famam o sl na ol ps path(] A
O:TEEDR— 0 18 (htmliE &) - 5
1.TCGLIDE el 5

int cgi =0
if (method == POST || ---) CgiEOLUS DB E
cgi = 1 LiiBa, R—IITHL

path[1DA—/—20—>
if (legi) serve_file();
else execute_cgi 07|

execute cgi()ZE{T
#ohd
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error: 8049086@src0:
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cgi € {0,1}
12X 9 %8R
RUIDERNDB049070M src0ZIEIE
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ERITERY, EELEEEMRGE TS 2
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apachel.3 + apache bench (LANAAIPC)

Time per request
ms] R
FAT147 1.183 1
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s = Time per request
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Development of process logging mechanism for embedded system

Praween Amontamavut, © Eiichi Hayakawa'

We have developed a process logging mechanism for Linux embedded OS which
operate on a little memory embedded system’s environment. In this case, if we take a
context switch’s log from the logging’s system, by the part of log data including real-time
processing log data may be lost because of the memory limited. By the problem-solving,
we use the Trace which process logging system provide by Linux kernel to design the
Trace possible to operate on a little memory embedded system’s environment by add a
little overhead compression function to it, Trace with compression function Prototype

implementation, and evaluated it.
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— ARM Cortex-A9MPCore™ Dual CPU
— Operating Frequency 533MHz (MAX)
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* Memory
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BT 25RO BN L, GBS @S HHE 53
WL b, NULPHENEANERTE 2\,

S OMER RS 2872 Tk e LT, KA
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HAARDOBAZFEET 5, Utk Dy, os 2+ 0S
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Xen 121&, XIAAD OS PEHY — )L 7 CEE L
V7 b P EENGET S, ¥, BHFOO0S %
TAROS ELTHESES ) Oy RZNTE
D, V7t =270k ZHHTE 3.
3.2 RTOS L &ERER
VM TRTOS #EfE ¢ 285, DTOHEFICEITZY
TNE A DERERDSRENC 2 5. DUT, VTV A Lk
DLEZEJRIZ RTOS i L, Z0nblsti3& OS Th
HEZAHEE LT, Xen DHEPFHEHIZOWTHETT 5,
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FOSICk2 CPUDEHERFERTE S, LaL, A
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SN AR VM ICER T 5. 2O, HEAARDIFEET
2L, FHERG TS BIESF AT 5. 24U, RTOS
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BELEER Xen OEFREEEEH CH 5 direct-
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ARV F RN ERBEL GHEAIING, A XV IEFF¥
FVIE, FAARRAETCICED 67, 2 TOEAARZ V4
e, W ZESET 5, KR, BHAAIC X 2 Al
1o T34, RTOS ICEL L CEAIT R X EAA
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BIEDHK E 2D, V7Y A LEDRGEZ K#HEIZ T 5.
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e FRED CPU ICEE T 22 5228 L 7. % Xen
1%, HHAAZ R GIKAR O CPUICHAIT 5, L L,
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2%, 22T, 37 A OS(EfTH OS) ICHIAAE
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FEICBWT, A0S O¥%E 0~2 Ic&fh 3+,
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1. Xen: Xen JGK O HA A PRS2 BHEIC§ 5 7-
ODEEEITH . BARNIZIZ, AfTH OS &M
OS IZ NIC(fafif 734 A, §HlifH 734 ) %l
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Az %, FRHZ, FHliH OS 12 10000 féd D3
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2. Natsume-CPU: Xen IZ, f22FHEDH 5 CPU D
HEYCZHIET 22 A 72 b DIZOWT, Z
DRNRZHMEICT 57212 (1) L FROERZTT .

3. Natsume-Vector: Xen I, fERTFEDH LHEA
X757 %H# D BT LM L Natsume /N> F 7 200
Z2bDIZONT, ZORREZHMIZT 27291
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]
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|| Shared Device || [Pass-through Device |
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o EIAAZLTODI A OS ICEHMT 28 (K 3)
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AAZRET LI EIETER L, 2070, HED
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NHRVRIZBWT, AV P VD Xen & HEEL TR
BHELTwsEEZONS, Thbb, FHilif Xen
EHI L THRBEOUEDERTE 256, A VYLD
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FEEHRE R 2 X 4 &.5 VRS, X4 e - - B
FITRRZ R L, M5 I3FEFESEZ2ELZDDTH 5.

456, Xen \TEAMOBNMIFE R FEITREH D
B9 %53, Natsume-ALL TIZAZELREIZR L, &
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} }
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’ 16BD LTI s
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for (i = 0; i < 16; i++)
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